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Goals:

We investigate novel energy and security challenges of emerging cloud computing
paradigms. To this end we derive the composite end-to-end cost of a CPU cycle in
various environments and also analyze the storage and network costs.

CPU cycle cost Cost breakdown
Home users Small enterprises

Hardware and energy cost are the
two main factors in the cost of CPU
cycles for large scale of computing

The CPU cycle cost varies from 26 picocents
to 0.58 picocents with different scales of
computing. Large enterprises

How much is a picocent?

1 picocent = 1*107(-14) US dollar

Disk storage cost Security cost
MD5 [ SHA1
bytes | 4096 64 8 4096 64 8
H 466 11.69 57.99 13.34 2738 11631
S 942 2362 11712 2696 5530 23492
M 316 794 39.39 9.06 18.60 79.01
L 038 095 4.73 1.08 223 9.48

Cost of Hash operations (tens to hundreds picocents)

One bit storage costs at least 72.5 picocents

per year (including acquisition and service cost). RSA encryption and decryption costs (1074 ~ 10"8

i ts).
Network cost picocents)

RSA signature costs on 59 bytes messages (104 ~
10710 picocents).

512 bit \ 1024 bit \ 2048 bit
7Gen Sign Verify KeyGen __ Sign Verify KeyGen  Sign Verify
H 455E+6 535E+6 6.23E+6 142E+7 151E+7 183E+7 400E-7 408E+7 607e+7
s 9.19E+6 1.08E+7 1.26E+7 287E+7 3.05E+7 3.69E+7 9.90E+7 LO1E+8 123E+8
M 3.00E+6 3.63E+6 4.23E+6 9.6TE+6 LO3E+7 1.24E+7 333E-7 3.38E+7 4.12E+7
L 370E+5 440E+5 5.12E+5 1.16E+6 123E+6 149E+6 4.00E+6 4 06E+6 495E+6
Transferring one bit over internet costs 58 to DSA costs on 59-byte messages (10"5 ~ 108

thousands of picocents. picocents).




