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LxLabs / Kloxo timeline
May 23, 2009 May 26, 2009 May 29, 2009 Jun 1, 2009 Jun 4, 2009 Jun 7, 2009

Researcher receives second reply

Jun 1, 2009

"Sorry for the delay. I am currently looking into this, and will 

reply in a couple of hours time."

(no signature)

Researcher receives reply from LxLabs

May 23, 2009

“Thanks for the info. I will review this and let you know."

(no signature)

Researcher sends follow up email to vendor

May 30, 2009

Vuln demonstration resources 

not yet accessed by vendor

Resources still not accessed by vendor

Jun 4, 2009

LxLabs CEO, K T Ligesh, commits suicide

Jun 8, 2009

Researcher reports vulns in Kloxo to LxLabs

May 21, 2009

Resources demonstrating exploit provided on researcher’s 

server

Vacert.com compromised via Kloxo vulns

Jun 7, 2009

100,000 accounts deleted

System completely destroyed

Researcher posts Kloxo vulnerabilities on milw0rm

Jun 6, 2009

http://www.milw0rm.com/exploits/8880

Full details of how to exploit Kloxo

Researcher Discovered vulnerabilities Key Reputation, 

altruism 

Programmers Write and maintain software Key Jobs 

Vendor Control programmers’ activities Key Reputation, lost 

revenue 

Svc. Providers Customers of  vendor; provide 

service to clients 

Secondary Lost revenue 

Clients Create/run virtual storefronts Primary Lost revenue 

Customers Buy from online stores Primary DoS, fraud 

Criminals and 

attackers

Exploit services Key Booty, LOLZ, 

Arrest 


