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® Botnets are one of the most serious security threats to Internet services and applications.

@ Traditional IRC- or HTTP-based botnets are vulnerable to a central-point-of-failure; attackers have recently shifted
towards a decentralized Command & Control (C&C) protocol such as P2P.

®Most existing botnet-detection approaches only look for traffic signatures or flow patterns, and are thus unlikely to have
a complete view of botnets’ behavior.

® Host-based approaches are useful to identify each bot’s in-host behavior, and hence are susceptible to the host-
resident malware, if used alone.
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In-Host Suspicion-Level Generator: Generates a suspicion level Clustering: Uses hierarchical clustering to group similarly-
for each behavior vector waving hosts J

[ Correlation Engine: Considers both the suspicion level and the ]
quality of clustering to produce a detection result

Evaluation Results

® Data Collection _ ® Detection Results
- g'dtayt’\iet':'o"‘; data _frtomla core router in our campus network __ Fa|se_positive (FP): a benign host classified as bot-infected
— Botnet traces from virtual machines -- False-negative (FN): a bot-infected host fails to be detected
Trace Duration Number of Bots Trace Average FP Hosts | Average FP | Average FN Hosts | Average FN |Duration
IRC-rhot 24h 4 IRC-rbot 3.208 0.0016 0.125 0.0313 24h
IRC-spybot 32m 4 IRC-spybot 2.833 0.0014 0 0.0000 24h
HTTP-BobaxA 4h 4 HTTP-BobaxA 1.000 0.0005 0 0.0000 24h
HTTP-BobaxB |  20h 4 HTTP-BobaxB 1.083 0.0005 0 0.0000 24h
Storm 48h 4 Storm 2.563 0.0013 0 0.0000 48h
Waledac 24h 4 Waledac 0.9167 0.0005 0 0.0000 24h




