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1. INTRODUCTION

To deal with privacy issues in location based services (LBS), the
concept of location k-anonymity has been advanced [4]. Location
k-anonymity is based on the well-established notion of k-anonymity
[12]; a dataset is said to be k-anonymized if each record is indistin-
guishable from at least £ — 1 other records with respect to certain
identifying attributes [5]. In the LBS environment, an LBS request
is said to preserve location k-anonymity if an adversary cannot dis-
tinguish the actual query issuer from at least k-1 other users. In
order to achieve location k-anonymity, given an LBS query, recent
approaches by Gruteser et al. [4] and Mokbel et al. [7] remove the
identifying information such as user id and transform the exact lo-
cation into a bounding box, called generalized region (GR), con-
taining at least k£ people within it by utilizing a trusted third party.

However, these approaches to location privacy are limited to point
queries, where query answers are based on the current location of
the issuer, and thus, they are not suitable to new types of LBS ser-
vices such as continuous nearest neighbor searches [13], where the
query answers are based on continuous points along the route of the
issuer. Since the query results are not based on a single location,
processing such a continuous LBS query assumes that the knowl-
edge of the user trajectory is known to the (untrusted) LBS service
provider. For example, a user may ask for the closest gas stations
along his planned itinerary from Las Vegas, NV to Los Angeles,
CA (say by taking US 95 and US 40). The result is not just one
gas station, but rather constitutes a set of gas stations with ( loca-
tion, time interval ) tuples, such that the location of gas station is
the nearest neighbor to a point on the trajectory corresponding to
a specific time interval. The time interval is based on the user’s
velocity, and instead could be replaced by trajectory portions (i.e.,
the gas station at Ludlow is the closest along the entire stretch of
US 40). Such trajectory traceability by an untrusted entity obvi-
ously raises privacy concerns. Observe that given a future trajec-
tory movement, the query answer can be pre-computed in advance
in this type of query.

To address this, we extend the notion of location k-anonymity to
trajectory k-anonymity. Under trajectory k-anonymity, a user tra-

jectory is being anonymized by at least £ — 1 other trajectories:
therefore, a user’s trajectory remains indistinguishable from at least
k—1 other trajectories. However, the proposed trajectory k-anonymity
requirement can lead to considerable GR expansion and associated
loss of accuracy, thus not satisfying minimum QoS thresholds. The
situation is further aggravated if the anonymization is over a sparse
area. Therefore, to enable both privacy and quality of results, we
propose a novel trajectory partitioning scheme.

2. PROBLEM STATEMENT

In order to process continuous LBS requests, there are two main
approaches: (1) an LBS request is submitted repeatedly for each
time instance until it expires, thus requiring the system evaluate
the results continuously, and (2) the query result is computed only
once if the information on the future trajectory is provided. The
first approach suffers from the drawback of sampling [14], i.e., if
the sampling rate is too low, the results will be incorrect; otherwise,
there is a significant computational overhead, implying that there is
no guarantee about the query results. Therefore, in this project, we
focus on the continuous LBS environment where the query results
can be computed in advance. Existing privacy-preserving work for
continuous LBS [2, 16] only consider the first case, thus, still hav-
ing the issues of sampling and correctness of query results. We are
the first to address the anonymity of users based on the revealed
information of future trajectory.

2.1 System Architecture and Adversary Model
Figure 1 shows the system architecture of existing work [3, 4, 5,
7,10, 11, 16]. Each mobile user has its own privacy level k which
indicates that the user wants to be k-anonymous, i.e., indistinguish-
able among k users. A mobile user uses a mobile device such as
PDA or cellular phone to send a LBS request (including future tra-
jectory and k) to a trusted location server (LS) using wireless tech-
nologies through a secure channel, such as secure socket layer (step
1). LS maintains the (past as well as current) locations and veloc-
ity of users and uses those information to perform anonymization
(step 2) based on users’ privacy requirements (k). The LS first re-
moves any identifying information from the original request and
anonymizes it by replacing the trajectory with the GR (based on
the given anonymization model). Thus, the anonymized request
includes GR and is forwarded to the LBS providers (step 3). On
receiving the anonymized request from LS, the LBS provider com-
putes a candidate list of answers satisfying the request, and sends
it back to the LS (step 4). Then, LS sends the actual result back
to the user requesting the service (step 5). The LS is considered to
be a trusted party and can be implemented as a globally distributed
service to minimize single point of failure and being attractive to
hacking attacks [17].
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Figure 1: System Architecture

‘We assume that an adversary has the knowledge of (1) anonymized
requests and (2) (past as well as current) user location and veloc-
ity from an external source. The first assumption states that (1) an
adversary cannot gain access to original requests because the com-
munication channel between a mobile user and the LS is secure, so
that any entity eavesdropping on this channel still cannot recognize
the contents of the messages, and (2) an adversary can be an LBS
provider or the entity eavesdropping on an insecure communica-
tion channel between the LS and LBS providers. Therefore, any
information submitted to the LBS provider is a potential threat to
the privacy of mobile users if they are utilized to identify the query
issuer. The second assumption states that the location and velocity
of at least a few users within the vicinity of the targeted victim are
revealed through triangulation, public databases, physical observa-
tion, and so on [5]. For example, traffic monitoring services such as
Delcan technology can compute the location and speed of a vehicle
by measuring the time of handoffs from cell to cell [8] in Maryland.
Then, the movement direction can also be computed by utilizing an
underlying road network. If an LBS provider can collude with traf-
fic monitoring services, the location and direction of users can be
revealed, and this information used to estimate the future trajectory
by using a mobility model such as Gauss-Markov mobility model
[6, 15]. Then, the identity of the mobile users can be possibly iden-
tified if the submitted trajectory information belongs to a particular
user.

The objective of an adversary is to infer the identity of the query
issuer in order to learn sensitive information about the user. This is
because, the query itself unintentionally reveals sensitive informa-
tion about the user. For example, assume Tom submits a continuous
nearest neighbor query to find the nearest casinos along his path to
the destination. If an adversary can identify Tom as a user who
is likely to submit the query, his query information can be used to
reveal his gambling habit.

2.2 Optimal k-Trajectory Partitioning

Given a user request, a trajectory is anonymized if GR includes
at least k — 1 trajectories of other users’ requests. The following
definition formalizes this notion.

DEFINITION 1  (TRAJECTORY k-ANONYMITY). Given a user
request r € R (R is a set of submitted user requests) and a spa-
tiotemporal region GR, we say that trajectory k-anonymity is en-
sured for the query issuer of v if 3R' C R, such that the number
of users in R’ is greater than or equal to r’s specified k, and each
trajectory of R is located completely within the G R in all time in-
stance of r’s query duration.

In other words, LS ensures trajectory k-anonymity by creating a
spatiotemporal region that includes trajectories of at least k-1 other
requests. Thus, for any user request, the submitted trajectory of the
user is transformed into a spatiotemporal region that would include
at least £ mobile users’ trajectories after removing any identifying
information (i.e. ID of a mobile user). However, the main issue
of applying trajectory k-anonymity on the submitted trajectories is
that it may not guarantee the target QoS level of the continuous
LBS. It is well known that there exists an inverse relationship be-
tween the service quality and the level of privacy [3, 7]. This is
because, better privacy is provided by increased generalization of a
LBS region (i.e. larger number of k), which tends to create larger
anonymized region. This may have adverse effect on the accuracy
of the result. For example, for a continuous nearest neighbor LBS
search with trajectory of 50 miles looking for nearest restaurants
along the path, due to larger GR, the restaurants that are farther to
the actual path will also be included.

Motivated by the limitations in the existing work, along with the
inverse relationship between the service quality and the level of
privacy, we aim to facilitate privacy of users while improving the
QoS in a continuous LBS environment. To this end, we define
the optimal k-trajectory partitioning problem which is defined as
follows.

DEFINITION 2 (OPTIMAL k-TRAJECTORY PARTITIONING).
Given a set of submitted k future trajectories, our objective is to
find a set of n-partitioning time points such that the sum of each
partitioned regions is minimized while each partitioned region en-
closes at least k trajectories. We believe that the optimal trajectory
partitioning can improve the privacy and QoS level at the same
time.

3. PROPOSED APPROACH

Proposing a general method that can find the optimal split points
for arbitrary length trajectories is a complex task. Although we
do not assume that the number of splits required for an optimal
partitioning is known a priori in the optimal trajectory partitioning
problem, this makes the problem significantly more difficult. In
practice, we can assume that the maximum number of splits is given
as input, and the algorithm simply has to find the best split time
points.

Given n number of users in the system and a continuous LBS re-
quest with parameters k and m, we proceed in the steps outlined
below.

1. Find a candidate set of trajectories for anonymization: Al-
though it is possible to use any k& — 1 trajectories as candi-
dates for anonymization, it is desirable to find them in such
a way that they would lead to a small GR size due to an in-
verse relationship between the level of location privacy and



the level of QoS. Existing work can be categorized as (1) se-
lecting k-nearest neighbors of trajectories and (2) minimum
GR generation. The first approach is self-explanatory, and
the second approach finds k — 1 trajectories that would gen-
erate the minimum area of GR.

However, both approaches are susceptible to the privacy at-
tack if the adversary has the additional knowledge of how
the trajectory is being selected for anonymization. In order
to deal with this, we employ a heuristic for selection process
by utilizing TPR-tree [9]. Because the users selected by the
heuristic have the same probability of submitting the request,
it is not susceptible to known privacy attacks. Also, it gen-
erates smaller GR size because the objective function of the
tree (i.e., generating the smallest sum of volumes) matches
with our purpose.

2. Partition the set of trajectories in an optimal manner: The
GR of those trajectories from the previous step is partitioned
into m (m > 1) GRs. In order to minimize the cost (i.e.,
the sum of partitioned regions is minimized), we employ a
solution based on a nonlinear programming method, called
Karush-Kuhn-Tucker conditions [1]. This is a generaliza-
tion of the method of Lagrange multipliers to have inequality
constraints. After solving the optimization problem, fuzzi-
ness can be introduced in the length and time interval of the
partition to minimize the risk of the adversary to reconstruct
the trajectory from multiple paths.

Observe that since partitioning is performed on the set of trajec-
tories that are used to form the anonymity set in the trajectory k-
anonymity, we guarantee that each partitioned TMBR actually in-
cludes at least k different trajectories including that of the query
issuer. Thus, one can see that the partitioned GRs contain the same
set of trajectories as that of the non-partitioned GR. After partition-
ing, the LS submits all of the partitioned GRs to the LS, and the LS
computes the candidate answers for each GR.

4. MAIN CONTRIBUTIONS

The main contributions of this project are summarized as follows:

e We present a trajectory k-anonymity model for protecting the
privacy of users in a continuous LBS environment.

e We propose optimal trajectory partitioning methods that can
achieve enhanced privacy and service quality.

e We can experimentally demonstrate that our partitioning ap-
proach is both efficient in practical situations and signifi-
cantly outperforms existing trajectory partitioning approaches
by using synthetic and real data sets.
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