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ABSTRACT

We consider the information theoretical capacity of
the network flow watermarking problem. Finding
capacity bounds of the watermarking problem can
lead to compare different watermarking schemes and
help in designing more efficient network flow water-
marks.

1. INTRODUCTION

Recently, network flow watermarking has been used
as an active notion of traffic analysis to provide bet-
ter detection efficiency compared to traditional pas-
sive traffic analysis [7, 8] . Network flow watermark-
ing has been suggested to be used for detection of
stepping stone attacks [8, 4] as well as compromising
anonymous networks [5, 6]. Different watermarking
schemes have been designed, mainly by borrowing
ideas from multimedia watermarking and applying
them to the context of network flows.

The proposed watermarking schemes have been eval-
uated considering different features of the system,
e.g., watermark invisibility, detection efficiency, and
robustness to perturbations. However, the literature
lacks information theoretical evaluations on the net-
work flow watermarks. In this research, we aim in
modeling the network flow watermarking problem
for the context of information theory, and investi-
gate the information theoretical bounds on the wa-
termarks inserted into network flows. We consider
the private watermarking problem, as would be dis-
cussed in the next section, and leave the public wa-
termarking problem for the future research.

2. MODELING NETWORK FLOW WA-

TERMARKING

Network flow watermarking schemes can be classi-
fied in two main categories: private watermarking
and public watermarking. Private watermarking is
the focus of this research and is described in the fol-
lowing.

Network flow watermarking is done by making per-
turbations on the timings of network lows. A water-
mark message, W, is generate and shared between
watermarkers and watermark detectors. Figure 1
sketches the model of private flow watermarking.
In private watermarking scheme, in contrary to the
public watermarking, the timing information of the
flows to be watermarked is also shared between wa-
termarker and detector in addition to the watermark
message. We model this as the side information, S,
for the watermarking channel which is shared be-
tween watermarking parties. As shown in Figure 1,
encoder generates the watermarked timing informa-
tion, X, using the side information S and the wa-
termark message W. This watermarked sequence
passes through the channel and is used by detector
to extract the watermark sequence using the shared
side information S. The flow is declared to be water-
marked if the extracted watermark W matches the
shared watermark W.

The described private watermarking problem resem-
bles the channels with side information problem in
the communications literature. The model is anal-
ysed in the following.

3. CHANNEL CAPACITY

Wolfowitz considers the capacity problem for a chan-
nel with side information between sender and re-
ceiver in [9], and Caire et al. considers a more gen-
eral capacity problem [1]. In this research, we take
a different proof for the capacity of a channel with
shared side information (Figure 1).
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Figure 1: Channel with shared side information

3.1 Achievableregion: memorylesschan-
nel

We consider the following random coding scheme to
find an achievable region for the private watermark-
ing model of Figure 1.

Codebook— Make a table with M = 2% rows and
N = |S|" columns, where |S| is the size of side in-
formation S. To each cell of this table assign n bits
randomly from the distribution Px|s.

Encoding— For W = w and S™ = s™ send content of
the cell at (w, s™) in the table as the X" = z™.

Decoding— For any Y™ recieved, detector has knowl-
edge about the corresponding S™ = s™ and also the
Codebook. So for any Y™ detector tries to find the
cell in the codebook so that (X" (w, S™ = s™),Y") €
Ag")(PXY‘S). Detector returns w as the detected

symbol. Ag")(.) is the typical set which is defined
in [3].

The mentioned coding scheme results in the capacity
of the private channel to be

Rp'ri'uate = glax I(X, Y|S)

X|S

(1)
where I(;) is the mutual information [3].

3.2 Achievableregion: non-memoryless
chanel

The random coding scheme used in finding achiev-
able region for the memoryless channel is based on
having jointly typical sets and holding the A EP prop-
erty [3]. To use the same random coding approach
for the case of non-memoryless channel one should
demonstrate how the AEP holds in order to find the
achievable regions. Coleman et al. have recently
used the same approach to prove the channel capac-
ity for the exponential server timing channels [2].To
do so, they consider the queue state of the non-
memoryless channel, trying to model it as a non-
memoryless channel. We use the same approach to
prove the channel capacity for the non-memoryless
case of the private watermarking problem. This re-
sults in the similar results for the capacity as in the

case of the memoeyless channel.
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