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ABSTRACT

In a proxy re-encryption scheme, a ciphertext for Alice can
be converted into a ciphertext for Bob with the help of
a semi-trusted proxy, while the proxy gets no information
about the messages encrypted under either key during the
conversion. Proxy re-encryption has become more and more
popular these years due to its practical applications. In
this paper, we propose a fully secure proxy re-encryption
scheme with several useful properties, namely, unidirection-
ality, multi-use, collusion-safe, non-interactivity, and non-
transitivity. Our scheme solves one of the six open problems
presented by Canetti and Hohenberger at ACM CCS 2007.
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1. INTRODUCTION

Before the concept of the proxy re-encryption (PRE) was
brought out, the ciphertext conversion between different users
was accomplished by first decrypting the message, then en-
crypting it with the new key, which implies access to the
plaintext and a reliable copy of the new encryption key.

In 1998, Blaze, Bleumer, and Strauss [1] introduced the
concept of (atomic) proxy cryptography, with a concrete
PRE scheme based on ElGamal public key scheme [5]. In a
PRE scheme, a proxy can convert a ciphertext under Alice’s
(delegator) public key into one intended to Bob (delegatee)
with the same plaintext by using a re-encryption key, which
is, in general, generated by Alice. Some basic requirements
to a PRE scheme are: (1) the proxy should not be able to
learn the plaintext during the transformation; (2) no use-
ful information on the secret keys of Alice and Bob can be
deduced from the re-encryption key.
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CH [4] TV [9] ABH [7] Our Scheme

Unidirectionality No Yes Yes Yes
multi-use Yes No No Yes
collusion-safe No Yes Yes Yes
Non-interactive No Yes Yes Yes
Non-transitive No Yes Yes Yes
Key-private No No Yes No
Security CCA CCA CPA CCA

Assumption DBDH 3QDBDH eEDBDH DBDH

Table 1: Comparison Between Some PRE Schemes

For clarity, we adopt Green and Ateniese’s notion of “en-
cryption level” [8] to refer to different ciphertexts in the
(multi-use) scheme. A ciphertext generated directly using
the encrypt algorithm is termed a “first-level” ciphertext.
The application of the re-encryption algorithm to an i*"-
level ciphertext results in an (i 4 1)*"-level ciphertext.

1.1 Our Contribution

In this paper, we construct a PRE scheme which gives
a solution to the second open problem left by Canetti and
Hohenberger in [4], namely, we propose a unidirectional and
multi-use IND-CCA2 secure PRE scheme in the standard
model. Moreover, our PRE scheme has more useful proper-
ties, such as collusion-safe, non-interactivity, and non-transitivity.
The security of our PRE scheme is based on the standard
DBDH assumption. We briefly compare our scheme to some
PRE schemes in Table 1.

2. NEW CONSTRUCTION OF PRE

We use Canetti-Halevi-Katz’s technique [3] (using a strongly
unforgeable one-time signature) to achieve public verifiabil-
ity for I"" — level (I > 1) ciphertexts. Such a signature
consists of a triple of algorithms Sig = (G, S, V) such that,
on input a security parameter k, G generates a one-time key
pair (svk, ssk), while for any message M, V(svk, o, M)
outputs 1 whenever o = S(ssk, M) and 0 otherwise [9].
Scheme Description.

Let 1% be the security parameter, (q, g, G1, Gr, €) be
generated by a bilinear group generator on input (1), and
Sig = (G, S, V) be a strongly unforgeable signature scheme.
Let g1, h1, ho and hs be four random elements in G; \ {g}.
Further, let H1: {0,1}" — Z; and Ha: Gr — G1 be two one-
way, collision-resistant cryptographic hash functions. The
public parameters are: par = (q, g, g1, h1, h2, h3, G1, Gr,
e, Sig, Hi, H2). Our PRE scheme consists of the following
five algorithms (KeyGen, Enc, RKGen, ReEnc, Dec):

- KeyGen(par) — (pk, sk): On input par, select © €r Zj.
Set pk = ¢” and sk = =z.



- Enc(par, pk, m) — CW: To encrypt a message m € Gr
under pk, select r «—g Zy, then compute cW = (c1,1,
C1,2, 0173), where C1,1 = gr, C1,2 = m'e(glvpk)r7 C1,3 =

(hfl(cl‘l)hfl(cl,lHcl,2)h3)7‘.

Finally, output the first-

level ciphertext C%).

- RKGen(par, sk;, pkj) — rki—; (i # j): To generate a re-
encryption key from pk; to pk; for pk;’s proxy P;, do
the following;:

1. Select r; <—gr Z;, K; «—r Gr.
2. Compute Rgi) =g, R(i) e(g1,pk;)"™ Rgi)

svkp,, RS = (hy
R = H,

>>hH1<R<” (2% HR“)))
k)

(K;) - g1 “*, where svkp, is a publicly

Hl(R

available verification key of pk;’s proxy P;.

3. Output rk;; = (R{”, R{", R?, R\, Réi)). The
re-encryption key is sent to P; via a secure chan-

nel.

- ReEnc(par, rki—;, C{) — {C"*, 1} (i # 4, 1> 1):

1. To re-encrypt a first-level ciphertext C’i(l), denoted
by V. do:

(a)

(b)

(f)

Parse C’fl) as (c1,1, c1,2, c1,3), and rk;_; as
(R, R, RS R, RS,

Check if e(g, c1,3) = e(c1,1, hHl(Cl 1)h£11(61 aller2)p )
H(R{"||RSY uR“)))

and e(g, R{) = e(R'?, hHl(Rl )h

hold. If either of them falls return L. Oth-
erwise, do the following:

Compute C = (¢ 1, €12, 1,3, Ca,1, Chya, Ch 3,
c54), wherec) 1 =ci,1,¢h 2 = 01,2-6(0171, Réi)),
C13 = (1,3, 021 = R(Z) / = Réi)7 0/2,3 =
R:(,,’ , Chy = Rff .

Let P; be pk;’s proxy, and sskp, be the sign-
ing key of P; corresponding to P;’s verifica-
tion key Rgi).

Run the signing algorithm S(sskp,, (¢] 1, €1 2,
¢ 3, Ca,1, Ca3, C4)) tO generate a signature
on the ciphertext tuple (¢} 1, ¢i 2, €13, €21,
5.3, C,4), and denote the signature as S(l).

Output the ciphertext C’<2) (C, S(l)>

2. To re-encrypt an [*"-level (I > 1) ciphertext Ci(w,

(a)

(b)

Parse C\V as (c11, -+, cu1, 2, Cua, Cia,
cs), and ki as (R, RS RS, RY, R,

Check ife(g, ci.4) = e(ci 1, hH1<CL 1)hH1<Cz ller,2lle, 3))

and e(g, R( ) = (R( 9 hHl(R1 )h

hold. If elther of them falls return L.

For V k € [2, I], check V(cg,3, ck,5, (c1,1, -+,
Ck,1, Ck3, Cka)) = L.

Whenever one of them fails, return L. Oth-
erwise, do the following;:

/ /
Compute C = (a, Lo Gy Clas Clay Cla,
/
et 53 Cl+1 15 Cl+1 2, Cz+1 3y Cl41, 4) where ¢ 2
(@)
= sz ce(en1, RyY), ¢qp11 = R1 ) 1 =
R2 ,Cli1s = =R{", Cli14= R4 , and all other
elements remain unchanged.

(e) Let P; be pk;’s proxy, and sskp, be the sign-
ing key of P; corresponding to P;’s verifica-
tion key Réi)A

(f) Run the signing algorithm S(sskp,, (c1,1, - -,
Cl41.1> Cl1,3: Cly1,4)) TO generate a signature
on the ciphertext tuple (¢1,1, - -, €j11,15 €413
¢111,4), and denote the signature as SZ.(Z

(g) Output the ciphertext C’;Hl) = (C, SZ(Z)).

- Dec(par, ski, CY) — {m, L} (1 > 1): If C” can not be
parsed as (c1,1, ¢1,2, ¢1,3) for a first-level ciphertext, or

(11, +, 1, +, c5) for an 1" _level ciphertext (I >
1), then return L. Otherwise, continue the following
process:

1. For a first-level ciphertext,
(a) Verify that e(g,c13) =e(c11, hfh(cl’l)hgh(cl‘l HCI’Q)hp,).
If not, return L.
(b) Otherwise, compute m «— c12/e(c1,1,g:%).
(c) Output m.
2. for an I*"-level ciphertext (I > 1),
(a) Checkife(g, ) = e(ci, hHl(Cz 1)hH1(Cz tller,2ller, 3))
If not, return L. OtherWlse7
(b) For V k € [2, I], check V(ck,3, ck5, (c1,1, -+,
Ch,15 Ck,3, Chya)) = 1.
Whenever one of them fails, output L. Oth-
erwise, do the following:
(¢) Compute K;—1 + Clyz/e(Cl,l,gfki’).
(d) For ¢ from I — 2 down to 1, compute K; «—
citi,2/e(Cit1,1, Ho(Kit1))-
(e) Compute m «— ci2/e(c1,1, H2(K1)).
Output m.

—
lmx)
~

Consistency. Let us consider the following cases:

1. For an original (i.e., the first-level) ciphertext C'V)
= (c1,1, c1,2, c1,3), we have | = 1. If e(g,c1,3) =

6(61 . hHl(Cl 1)hH1(61 1llex 2)h ) we have

m - ¢tz _m-elgipki) _m-e(g"gr')

(e, g5%) e(g9”,97") e(g™, 91")

2. For an [*"-level (I > 2) ciphertext CV = (14, -,
€15 €12, €35 Cla, CL5), We have

ci1=9",c12= m~e(gl7pk’1) . ( H2(Kl)
(h{l1(c1,1)h§11(61‘1Hm'e(gl ,pk1)" )hg)r7

781{31)

crs = g =
Rglil) =gt o= Rélil) =K 1-e(g1,pk)"" 1, a3

_ R:())l—l) = svkp,_,, Cl4 = Rz(llfl) _ (hll‘h(Cz,Uhfl(CuHCL,zIICz,s))rl,l’
a5 = Si-1 = S(sskp,_4, (c1,1, -+, a1, €3, Cla)).

And re-encryption key (Rl 2 Rl b Rl b Ru 1),

RY™Y), where R{™Y = HQ(KZ 1) g S’” L

First we verify that
e(g, c1.4) s e(cin, hfl(Cl,l)h§1<cl,1“Cl,2HCl,3))A

If it holds, then for V k € [2, [], we verify that V(c,s,
k5, (C1,1, ** ) Ck,1, Ch3, Ck4)) L1

If all of these equations hold, we compute

K = — Ch2 _ Kii-e(gi,pki)" ! ’

e(cr1, 95" e(gm-1,g;™)




and for ¢ from [ — 2 down to 1, compute
Ci+1,2
e(civi1, H2(Kit1))
K- e(gl7pki+1)ri . e(gri7Rél+l))
e(gmi, H2(Ki+1))
Ki-e(g1,9)" "+ - e(g", Ha(Kiy1) - g, 1)
e(gni, Ha(Kit1))
= Ki-e(g,9)" " -e(g,9, ) = K,

Ki =

Next, we compute m as follows:

C1,2

e(cr,1, H2(K1))
m - e(g1,pk1)" - e(g”, Ha(K1) - (97°")
)

m =

e(gm, Ha(K1))

m-e(g1,9")" - e(g”, Ha(K1)) - eg”, (9"")
e(g”, Hz2(K1))

From 1 and 2, we can draw the conclusion that our PRE
scheme is consistent.

Remark. There are three elements in the original cipher-
text, and 51—2 elements in each I*"-level ciphertext (I > 1) in
the above scheme. The scheme permits an arbitrary num-
ber of re-encryptions on a ciphertext, with a five-element
ciphertext expansion on each re-encryption. This is caused
by the inclusion of a portion of the re-encryption key [8] and
a signature on the newly produced ciphertext. To the best
of knowledge, by now, there are no multi-use PRE schemes
with no ciphertext expansion.

3. SECURITY PROOF SKETCH

THEOREM 1. If there exists a p.p.t. adversary A that makes
at most qey private key extraction, g, re-encryption key
extraction, Qreen Te-encryption, qq decryption queries, and
breaks our PRE scheme in the sense of IND-Pr-CCA2 with
non-negligible advantage €, then there exists a p.p.t. algo-
rithm B that can solve the DBDH problem with non-negligible
advantage at least €/e(qex + @rie + qd + qreen + 1).

The challenger B accepts as input a properly-distributed
tuple (G1 = {g), ¢%, ¢°, ¢°, T) € G} x Gr. B outputs 1 if
T = e(g,g)“bc, and 0 otherwise. B generates the scheme’s
system public parameters par as follows: (1) choose bilinear
map groups (¢, g, G1, G, €); (2) select s1, s2, s3 €Er Zy, and
set g1 = ¢°, b1 = (g°)°", ha = g°2, ha = (g") 111D g3
(3) choose a strongly unforgeable one-time signature scheme
Sig = (G, S, V); (4) choose two one-way, collision-resistant
cryptographic hash functions Hy: {0,1}" — Z3, Ha: Gr —
G1. Then, par = (q, g, 91, h1, h2, hs, G1, Gr, e, Sig, H1,
H>) is given to the adversary A.

- Opr: B selects x; «—pr Z; and randomly set a; € {0,1}
such that Prla; = 1] = 74[2, 6]. If a; = 0, B computes
pki = (¢g%)%%; Otherwise, if a; = 1, B computes pk; =
g”*. At last, B records the tuple (pk:, zi, ;) in Tpk.

- O If a; = 0, B reports failure and aborts the simulation.
If a; = 1, B responds A with z;.

- Opk: If @y = 0, B aborts the simulation, for he cannot
compute the fourth element in the re-encryption key.
Otherwise, run RKGen.

- Oreen: If the ciphertext is valid, B makes an O, first,
then corresponds A by executing ReEnc.

- Ogec: If a; = 1, B decrypts the ciphertext using the secret
key. Otherwise, B can decrypt the ciphertext using
C1,3 Or Cy 4, 1> 1.

B generates the challenge ciphertext as ci 1 = ¢, cio =
M - Tw*7 cia = (QC)szHl(CI,lHBT,Q)(gC)ss_

A continues to make queries as above with some restric-
tions described by a dynamic directed graph.

4. CONCLUSION AND FUTURE WORKS

In this paper, we construct a proxy re-encryption scheme
which has several traits: (1) unidirectionality; (2) multi-
use; (3) collusion-safe; (4) non-interactivity; and (5) non-
transitivity. Our scheme is proven to be IND-CCA2 secure
under the DBDH assumption in the standard model.

Our PRE scheme is a confirmative answer to the second
open problem given by Canetti and Hohenberger [4].

However, we find that (1) the ciphertext expansion is still
a puzzle, and (2) the reduction is not tight. We remain these
as the future works.
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